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Exercise: Cryptography with Java

The goal of this laboratory exercise is to teach how to use the cryptographic mechanisms
provided by the Java Cryptography Extension (JCE) which is part of programming lan-
guage Java 10.

Exercise 1.

a) Start the virtual machine which was provided for this lecture.

b) Download the Java project archive from the lecture’s webpage, extract it and open
it with the Intellij IDEA IDE. ♢

1 Cryptographic Hash Functions

This section describes how to compute message digests with the cryptographic hash func-
tion SHA-256. For example, the message

Java Cryptography Extension

has the SHA-256 digest

D69A ADDB E392 2837 26BE 9BD4 1151 372A
2C9B 537C 8BB5 536A 0360 195B 2032 A448.

JCE provides the class MessageDigest to work with cryptographic hash functions. The
following code fragment creates an SHA-256 message digest object and computes the
digest of the string message:

1 MessageDigest md = MessageDigest.getInstance("SHA-256");
2 byte[] byteArray = md.digest(message.getBytes());

The size of the digest depends on the used cryptographic hash function. In the case of
SHA-256 it contains 32 bytes.
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Exercise 2. Implement the method

String digest(String message)

of the class SecureHashFunction. The method shall compute the SHA-256 digest of the
given string message and return the digest as an hexadecimal string such as given in the
example above. ♢

Exercise 3. Compute the SHA-256 message digest of the message

Cryptography is an interesting topic!

and print the digest on the console. Implement the respective code inside the method
main() of the class HashingApplication. ♢

2 Symmetric Encryption

This section describes how to use symmetric encryption with JCE. In particular, the class
AESCBCCipher is introduced to encrypt and decrypt strings using the AES cipher in cipher
block chaining (CBC) mode.
The class AESCBCCipher contains the following attributes:

1 String mode = "AES/CBC/PKCS5Padding";
2 SecretKeySpec keySpec;

The string mode describes the cipher specification and operation mode. In this case, the
AES cipher is used in CBC mode. PKCS5 Padding is used to enlarge a plain text in such
a way that it’s length is a multiple of the AES block length (16 byte).
The keySpec attribute is an object of the class SecretKeySpec which stores a key for the
AES cryptosystem. Assuming that key is a string, then the respective key specification
is created with the following code fragment:

1 keySpec = new SecretKeySpec(key.getBytes(), "AES");

The key must match the requirements of the cryptosystem. In the case of AES, it must
be a string with a length of exactly 16 byte. Otherwise, an exception is thrown.
The encryption procedure consists of the following steps:

1. Instantiation of a Cipher object for the given operation mode.

2. Creation of a random initialization vector which is required for the CBC mode.

3. Encryption of the plain text.

4. Construction of a byte array containing the initialization vector and the cipher text.

5. Encoding of the byte array in the Base64 format.
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This results in the following code fragment.
1 Cipher aes = Cipher.getInstance(mode);
2 SecureRandom prng = new SecureRandom();
3 byte[] iv = new byte[16];
4 prng.nextBytes(iv);
5 IvParameterSpec ivSpec = new IvParameterSpec(iv);
6 aes.init(Cipher.ENCRYPT_MODE, keySpec, ivSpec);
7 byte[] data = aes.doFinal(plainText.getBytes());
8 ByteArrayOutputStream os = new ByteArrayOutputStream();
9 os.write(iv);

10 os.write(data);
11 String result = Base64.getEncoder().encodeToString(os.toByteArray());

In line 1, an AES object is created. The code in lines 2-5 uses a secure random gen-
erator to create an initialization vector containing 16 bytes. The vector is stored in an
IvParameterSpec object which is used in the initialization of the cipher object. The
encryption is done with the code in lines 6-7. In line 6, the cipher is initialized in en-
cryption mode with the key and the initialization vector. In line 7, the encryption is
performed. The result is the byte array data which contains the ciphertext. In lines 8-10,
a ByteArrayOutputStream object is used to concatenate the initialization vector with the
ciphertext. In line 11, the concatenated data is encoded in a Base64 string.

Exercise 4. Implement the method

String encrypt(String plainText)

of the class AESCBCCipher which computes the encryption of the string plainText ac-
cording to the above procedure. ♢

Exercise 5. Encrypt the plaintext “Hello World!!!” with AES in CBC mode
and the password “ia8aimae#p8Azoo4” and print the resulting ciphertext on the sys-
tem console. Insert the respective code into the method aesCbcPart1() of the class
CipherApplication. ♢
The decryption of a ciphertext is done by inverting the steps of the above procedure.

Exercise 6. Implement the method

String decrypt(String cipherText)

of the class AESCBCCipher to compute the decryption of the string cipherText. ♢

Exercise 7. Decrypt the ciphertext of exercise 5 and print the resulting ciphertext on
the system console. Insert the respective code into the method aesCbcPart1() of the
class CipherApplication. ♢

Exercise 8. Decrypt the ciphertext in the file data/AES/aes-ciphertext.txt with the
key “phu5Ka3Aogh=eing”. Insert the respective code into the method aesCbcPart2() of
the class CipherApplication. ♢
Hint: Use the class Files to read the contents of a file.

3



3 Public Key Cryptography

The topic of this section is the usage of the RSA cryptosystem with JCE. The section
splits up into three parts. The first part explains how to generate and save an RSA key
pair. This pair of keys can be used for both encryption and digital signatures. The second
part addresses the encryption and decryption with RSA. The third and final part deals
with RSA digital signatures.

3.1 Key Generation

The RSA cryptosystem needs a key pair consisting of a public and a private key. The
JCE has all ingredients to generate a random key pair given a key length in bit. In this
laboratory exercise the key generation is done within the class RSAKeyGenerator. The
class has the following attributes:

1 PrivateKey rsaPrivateKey;
2 PublicKey rsaPublicKey;

The objects rsaPrivateKey and rsaPublicKey store the private and the public part of
the key, respectively.
For key generation, the following two objects are needed:

1 KeyPair rsaKeyPair;
2 KeyPairGenerator keyPairGen;

The object rsaKeyPair stores the complete RSA key, this is, both the public and the
private key of the user. The object keyPairGen is used to generate a random RSA key of
a given bit size.
The following code fragment generates an RSA key and stores its parts in the respective
attributes. Note, that the variable keysize is an integer which contains the size of the
key to be generated.

1 keyPairGen = KeyPairGenerator.getInstance("RSA");
2 keyPairGen.initialize(keysize);
3 rsaKeyPair = keyPairGen.genKeyPair();
4 rsaPrivateKey = rsaKeyPair.getPrivate();
5 rsaPublicKey = rsaKeyPair.getPublic();

Explanation: In line 1, a KeyPairGenerator object for the generation of an RSA key is
created. In line 2, this object is initialized with the required key size. In line 3, a RSA key
pair is generated. Then the private and public part of the key are stored in the respective
attributes.

Exercise 9. Implement the RSA key generation inside the constructor of the class
RSAKeyGenerator. ♢
The class RSAKeyGenerator provides with the method

boolean saveData(String prefix)
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a way to save a generated RSA key. The method creates two files, one for the public key
and one for the private key. The parameter prefix must contain a path prefix where
the files shall be stored. For instance, if prefix is equal to data/rsa-alice, then the
method stores the public key in the file data/rsa-alice.public and the private key in
the file data/rsa-alice.private.

Exercise 10. Create an RSA key with a size of 2000 bit and store with the pre-
fix data/my-rsakey. Implement the code within the method main() of the class
RSAKeyGenerator. ♢

3.2 Encryption and Decryption

After creating an RSA key, it can be used for encryption and decryption of a message.
This section describes how to do this. The project contains the class RSAPublicToolkit
which provides mechanisms for encryption and verifying digital signatures. This class has
the attribute rsaPublicKey to store the public key to be used for these operations. The
path to the key file must be given to the constructor of the class.
The encryption of the string plainText is done with the following code fragment:

1 Cipher rsa = Cipher.getInstance("RSA");
2 rsa.init(Cipher.ENCRYPT_MODE, rsaPublicKey);
3 byte[] cipherText = rsa.doFinal(plainText);
4 return new String(Base64.getEncoder().encodeToString(cipherText));

In line 1, an instance of the RSA cipher is created. In line 2, the cipher is initialized with
the public key. The encryption of the plaintext is done in line 3. The resulting ciphertext
is returned as a Base64 encoded string in line 4.

Exercise 11. Implement the method

String encrypt(String plainText)

of the class RSAPublicToolkit to encrypt the plaintext plainText with RSA. ♢
Another class of this project is the class RSAPrivateToolkit. It provides methods to
decrypt ciphertexts and creating digital signatures. The class stores the private key in the
attribute rsaPrivateKey. The path to the respective key file must be given as argument
to the constructor of the class. To decrypt a ciphertext given as a Base64 encoded string,
the following code fragment can be used:

1 Cipher rsa = Cipher.getInstance("RSA");
2 rsa.init(Cipher.DECRYPT_MODE, rsaPrivateKey);
3 byte[] byteArray = Base64.getDecoder().decode(cipherText);
4 return new String(rsa.doFinal(byteArray));

In lines 1-2, an RSA cipher object is created and initialized with the private key. In line
3, the ciphertext is decoded to an array of bytes. Finally, in line 4, the ciphertext is
decrypted and returned as a string object.
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Exercise 12. Implement the method

String decrypt(String cipherText)

of the class RSAPrivateToolkit to decrypt the ciphertext cipherText with RSA. ♢

Exercise 13. Encrypt and decrypt the message “RSA is a public key cryptosystem!”
with the key pair, you created in exercise 10. Implement the code inside of the method
rsaPart1() of the class RSAApplication. ♢

3.3 Digital Signatures

The last section of this exercise describes how to create and verify digital signatures with
RSA and Java. The process of signing a message with RSA consists of two steps:

1. Computation of a message digest with SHA-256,

2. Signing the digest with RSA.

The code fragment to sign the string message is as follows:
1 Signature rsa = Signature.getInstance("SHA256withRSA");
2 rsa.initSign(rsaPrivateKey);
3 rsa.update(message.getBytes());
4 byte[] digest = rsa.sign();
5 return Base64.getEncoder().encodeToString(digest);

In line 1, a signature object with RSA and SHA-256 is created. In line 2, the object is
initialized with the user’s private key. To sign the message, it is converted to a byte array
and the passed to the signature object (line 3). The resulting signature is encoded as a
Base64 string object.

Exercise 14. Implement the method

String sign(String message)

of the class RSAPrivateToolkit to sign the message message with RSA. ♢
To verify whether a signature digest is correct for a message message, the following code
fragment can be used:

1 Signature rsa = Signature.getInstance("SHA256withRSA");
2 rsa.initVerify(rsaPublicKey);
3 rsa.update(message.getBytes());
4 return rsa.verify(Base64.getDecoder().decode(digest));

In line 1, a signature object with RSA and SHA-256 is created. In line 2, the signature
object is initialized with the signing user’s public key. In line 3, the message is passed
to the signature object. Finally in line 4, it is verified whether the digest is a correct
signature of the message. To do this, the digest is decoded and passed to the signature
object.
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Exercise 15. Implement the method

boolean verify(String message, String digest)

of the class RSAPublicToolkit to verify the signature digest of the message message.
The method shall return True if and only if the signature is correct. ♢

Exercise 16.

a) Sign the message “This is an important message!” with the key pair, you created
in exercise 10. Implement the code inside of the method rsaPart2() of the class
RSAApplication.

b) Verify the message and the signature. Implement the code inside of the method
rsaPart2() of the class RSAApplication. What happens if you add an a at the
and of the message)? ♢

7


	Cryptographic Hash Functions
	Symmetric Encryption
	Public Key Cryptography
	Key Generation
	Encryption and Decryption
	Digital Signatures


